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Background

Office of Management and Budget (OMB) Circular A-123 is not new, nor is the
Federal requirement for management to maintain internal controls (previously called
management controls) over financial reporting. In the past, the Department of
Energy (Department or DOE) met its OMB A-123 obligations via the Secretary of
Energy’s attestation, made as part of its Federal Managers' Financial Integrity Act
assurances. The Secretary’s attestation was made based on assurance statements
provided to him/her by Departmental Component Managers (Heads of Programs and
Heads of Field Elements, plus Integrated Contractors).

In December 2004, OMB released a revised Circular A123. While changes were
made throughout the document, the most critical changes were concentrated in the
newly added Appendix A, Internal Control over Financial Reporting. To meet these
new requirements, the Department can continue to utilize the same basic attestation
process that it previously used to meet its A-123 requirements, but it must change
the way it prepares for attestation and manages the entire process.

The primary reasons for these changes are the strengthened requirements in
Appendix A. The revisions to A-123 did not change the scope of the Circular or the
scope of the required attestation. Instead, it strengthened the documentation,
monitoring, and testing requirements. The documentation requirements not only
became more detailed, but were also expanded to include both documentation of
internal controls and documentation of the methodology and process used to make
the attestations. The ultimate intent of the revised Circular was to "strengthen the
process management uses to assess internal control over financial reporting.”
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Internal Controls

A-123, Appendix A (hereafter referred to as A-123) activities provide the basis for
the assurance on internal controls over financial reporting. Internal control consists
of five interrelated components!. These are derived from the way management runs
a business, and are integrated with the management process. These components,
which are generally referred to as Entity Controls, are:
< Control Environment — the environment throughout the organization that
sets a positive and supportive attitude toward internal control and
conscientious management. A positive control environment is the foundation
for all other internal control components. Things that impact the Control
Environment include integrity and ethical values, management's commitment
to competence, management's philosophy and operating style, human capital
policies and practices, and an agency's relationship with the Congress and
central oversight agencies such as OMB.

% Risk Assessment — provides for an assessment of the risks an agency faces
from both external and internal sources. Things that impact the Risk
Assessment include the establishment and clarity of agency objectives,
significant interactions between an agency and other parties (as well as
internal factors at both the entity-wide and activity levels), and the
significance and likelihood of an event occurring.

*,
*

Control Activities — helps ensure that management's directives are carried
out. Control activities should be effective and efficient in accomplishing an
agency's control objectives. Things that impact Control Activities include
policies, procedures, and mechanisms that enforce management's directives;
approvals, authorizations, verifications, reconciliations; segregation of duties;
and controls over information processing (general and application controls).

*,
*

» Information and Communication — information is recorded and
communicated to management and others within the agency who need it and
in a form and within a time frame that enables them to carry out their
internal control and other responsibilities. Things that impact Information
and Communication include the availability of relevant, reliable, and timely
communications relating to internal and external events, including operational
and financial data. This communication should occur in a broad sense, with
information flowing down, across, and up the organization.

*,
*

% Monitoring — assesses the quality of performance over time and ensures that
the findings of audits and other reviews are promptly resolved. Things that
impact Monitoring include the regularity of management and supervisory
activities, comparisons, reconciliations, and other actions that people take in
performing their duties. These activities should occur in the normal course of
operations; separate evaluations can also be used.

! Information derived from Internal Control — Integrated Framework of the Committee of Sponsoring Organizations
(COSO0) of the Treadway Commission, and GAQO's Standards for Internal Control in the Federal Government.
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EAY Additional information on Entity Controls can be found in GAO's Standards for Internal
.7 Control in the Federal Government (GAO/AIMD-00-21.3.1, November 1999), which is

accessible from the CFO A-123 website :www.cfo.doe.gov/progliaison/doeA 123/index.htm
The document Internal Control — Integrated Framework also contains information on Entity
Controls. This document can be accessed at: www.c0s0.0rg.

In addition to Entity Controls, there are also internal controls related to the specific
processes that impact financial reporting. To support the assessment of controls, the
Department established five standard process cycles and 19 standard key processes
around which A-123 assessments are performed. The process cycles are based on
ORACLE best practices, while the related key processes—which have been tailored to
Departmental operations—are based on Joint Financial Management Improvement
Program manuals and the Committee of Sponsoring Organizations Internal Control —
Integrated Framework. These standard process cycles and processes ensure
consistent evaluation and reporting across the Department. Sites identify sub-
processes, risks, and controls to support each process, as applicable. The process
cycles and related key processes are as follows:

Procure to Pay (P2P) — Acquisition; Inventory Management; Payable
Management; and Travel.

Budget to Close (B2C) — General Ledger Management; Funds Management;
Funds Balance with Treasury; Cost Management; Insurance; Grants; and
Loans.

Projects to Assets (P2A) — Project Cost Management; Property
Management; and Seized Property Management.

Quote to Cash (Q2C) — Revenue Management; Receivable Management.

Enterprise Resource Management (ERM) — Human Resources; Payroll;
and Benefits
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The Department has a Top-Down/Bottoms -Up approach to implementing A-123.
Top-down oversight and governance is provided by:

Headquarters Chief Financial Officer (CFO), who acts as the "champion" for
the A-123 initiative;

Senior Assessment Team (SAT), who provides the A-123 governance
structure and related policy;

Headquarters A-123 Project Management Team, who provides for day-to-day
oversight of A-123 implementation;

Headquarters Lead Program Secretarial Offices (LPSOs), who provides
oversight for Field Office A-123 assessments (LPSOs also conduct their own
assessments, as necessary); and,

Field Office Managers/CFOs, who lead Field Office and Site-level A-123
efforts.
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Bottoms-up assessments are provided by:
Contractor assessments support Field Offices;

Field Office assessments/assurances support LPSO assurances; and,

LPSO and Corporate Department assessments/assurances support the

Secretary's assurance on internal controls over financial reporting (with the
CFO, SAT, and the Department's Internal Control and Audit Review Counsel
recommending the level of assurance).

The overall goal of the top-down / bottoms-up approach is to ensure that the
Department meets the following three objectives:

Improve the effectiveness and efficiency of operations;

Integrate A-123 requirements with other assessment requirements; and,
Comply with A-123 requirements.

The Department's achievement of these three objectives will enable it to attain the

"strategic financial management vision of unified, sound, accountable fiscal
operations".?

This integrated approach to implementing A-123 also provides the Department with
a solid foundation upon which the Secretary will base his/her annual assurance
statement on internal controls over financial reporting. The assurance statement will
be included in the Department's Performance and Accountability Report.

OMB A123 Process

» Understand Key Proceszes and oo Effectiveness of Controls
= Document Contrals Effacti
- Assess Contrals ective
- Test Contrals Balance Sheet
Control Deficiency Assets Wbt
Rati - Accounts Receivable 1,335 760)
i Material \Weakness 0 | Liabiltes
Evialuate Major Classes Reportable Condition
f Business Transactions

Field CFDs

Major Contractor
Organizations

2 DOE OMB Circular A -123 Appendix A Implementation Plan
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To facilitate Department-wide A-123 implementation by cognizant LPSOs,
Corporate Departments, Field Offices, and Sites, the A-123 Project Management
Team has developed Quick Start Guides based on the six steps in the A-123
Process: Planning, Documenting, Evaluating, Testing, Remediation, and
Reporting. These guides provide direction and guidance on how to complete each
step of the process. In addition to the guides, various tools and related materials
have also been created. These guides, tools, and related materials assist in
organizing, tracking, reporting and overseeing all A-123 activities and can be
found on the CFO A-123 Website.
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See CFO A-123 Website for suggested reading material:

OMB A-123 Appendix A

CFO Council Implementation Guide for OMB Circular A-123

Financial Audit Manual (GAO-01-765G)

DOE OMB Circular A-123, Appendix A, Implementation Plan

Addendum to the Department of Energy OMB Circular A-123 Appendix A
Implementation Plan

DOE Interim Guidance for OMB Circular A-123

FY 2005 Audit Report

FY 2005 Management Letter
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Purpose e Determine the scope of the assessment and set
implementation schedules.
e Establish the process for evaluating internal controls over
financial reporting related to departmental financial
statements to withstand the rigors of audit.

Key Activities e Establish Assessment Team
e Determine Oversight and Management Strategy
e Complete Implementation Plan

Required Templates

Implementation Plan (Form & Content)
e AART Toolkit
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DEFINITIONS

For a list of definitions, see Definitions section at end of guide.

For all Required Templates, the light blue cells indicate entry fields.

A. Assessment Team and Oversight Strategy

1.

Establish the Assessment Team:

Each A-123 Project Lead will establish an Assessment Team responsible
for overseeing the implementation of OMB A-123, Appendix A, for their
organization. The Assessment Team will also be responsible for providing
oversight of the A-123 implementation for any of its cognizant offices.
The Assessment Team should consist of representatives from a cross-cut
of the organizational structure. The model for identifying members of the
Assessment Team should be based on the CFO Council Implementation
Guide recommendations for the Senior Assessment Team.

Unless otherwise noted, the Assessment Team or its designated representative(s) will
perform each step in this guide.

Identify cognizant offices (for example, the LPSO must identify their Field
Offices and Sites, and the Field Office must identify their Sites).

Coordinate the A-123 assessment with the LPSO/FO/Site A-123 Project
Leads

NOTE: LPSOs must also coordinate with other Cognizant Secretarial
Offices if they provide significant funding to the Field Offices and Sites
overseen by the LPSO.

An A-123 Contact List and a listing of the A-123 reporting and assurance structure is
available on the CFO A-123 Website.
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@ MACROS
When first opening the AART Toolkit, a Security Warning prompt may pop up asking if
macros should be enabled. Always select ‘Enable’ to ensure the tool will work properly.

Security Warning g|
"Ci\Documents and SettingshShoshi Gellerity

DocumentsiEM&IDOE CompliancetOME ProductioniProgram QSGE, Tools\AART
Toolkit 3.0 T26 - Linked, xls" contains macros,

Macros may contain viruses. It is usually safe to dis acros, but if the
macros are legitimate, you mj ionality.

| DiabieMacros N[ Enabletacros  JA  moreinfo |
~ -

If this prompt does not appear (or other prompts appear), review the A-123 FAQ on the
A-123 Website for further guidance.

4. Prepare the AART by filling in the Attester?® field in the Rollup AART

worksheet
Figure 1
AART: Rollup B NMSA Administrationd MMSA
NNSA Administration Rollup Al
S ———y -
PGM  FNSA / FEM-MNSA ﬁsh
[ ¢ Attester ) )
Oveﬁw
= |C
Material Account Acct Status E H E E E E E g H § % § ﬁ E 3

Balance Sheet

Intragonvernmental Fund Balance with
Treasury
Intragowernmental Inwestment

Intragowernmental Fequlatory Assets
Accounts Feceivable, et
Muclear Materials

Strategic Petroleum and Mortheast
Home Heating il Reserve

General Property, Plant and
» M[% Site AGRT S Rollup ABRT ; ECS-Assess £ ECS-Test j PCS-fssess £ PCS-Test 4 Assessment Team

LPSOs and Field Offices will receive custom AART toolkits from HQ with pre-populated
%} Field Office and Site names. Be sure to review the information and notify the A-123
Helpdesk if a change is necessary.

Instructions for the Rollup process can be found in the Evaluating Quick Start Guide.

1 When entering the names of attesters, enter the name in the middle cell of the block.
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5. (OPTIONAL) Record Assessment Team contact information in the
Assessment Team worksheet.

Figure 2
A | E | C | D | E
Assessment Team Contact List [ vurnsno SRR
PGM |NNSA Updated by
Date Updated
Mame Role Phone Extension |Email
—

N
v m[% Site A8RT £ Rollup A8RT f ECS-Assess J ECS-Test f PCS-Assess [ PCS-TelE b Assessment Teamy)  Field Offics - Site Acrany

6. Determine resource requirements and resource plan specifically identifying
any support contractor services. Resources will likely change as the
process evolves.

7. (Oversight) Determine the methodology and protocol to use to review
Field Office and Site A-123 Assessment and Reporting Tools (AARTS).
Consideration should be given to the following factors:

» Staffing of the review;
» Frequency of review;
» Depth of review

%} Planning requires scoping the Oversight activities. Refer to the A-123 Quick Start Guide
7 — Oversight for additional information.

8. Establish Implementation Schedule:

Key milestones and dates should be established that at a minimum
conform to the DOE Implementation Plan schedule.

@ The DOE Implementation Plan is available on the CFO A-123 Website.
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Y& B. Assessment Strategy

1. Determine whether your office must perform a Process Control
Assessment (PCA) in addition to an Entity Control Assessment (ECA):

All offices affecting material accounts must perform a PCA and an ECA
assessment. The PCA assessment evaluates processes or sub-processes
that relate to the A-123 implementation. Some offices may not have such
processes and will therefore not be required to evaluate complete a PCA,
but this is generally limited to LPSOs.

(Oversight) In addition, LPSOs should consider whether they have
Headquarters processes, not already addressed by HQ CFO, that impact
the accounts determined to be material to the Department’s financial
statements.

An ECA considers program-wide controls such as those surrounding the general Control

% Environment, Control Activities, Information and Communication, Risk Assessment, and
Monitoring. A PCA considers process controls related to specific activities that impact the
accounts determined to be material to the Department’s financial statements.
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2. Prepare the Site AART Worksheet by entering the Attester in the Attester
field on the Site AART and reviewing the Material Accounts determined to
be applicable within the MAD column.

Figure 3

BART: Site =

| M [Legacy Management ALRT Type | PGM

Constance Genne
P2P 02C P2A
AT = U O I - - R
Il I 3 I I - - 0 O - E A P

E Process Cycle

£ =] =

2 5 |2 ole o=

& H Ble|&E)E

Balance Sheet
Diebt |
Deferred Revenue and other
credits
Enwironmental Liabilities l
Penzion and ather actuarial
liabilities
Other liabilitie s
Contingencies and
COMmMmitments

s,

| lup 48RT £ ECS-Assess f ECS-Test f PCS-Assess £ PCS-Test f Assessment Team 4 Field Office - Site Acronyms /. |<| I

The custom LPSO AART is "pre-populated” for the accounts determined to be material for
%} the Department as a whole. Those LPSOs that have Material Accounts already defined

will find a Y’ in the MAD column.

3. Determine the protocol to be used to perform the ECA and/or the PCA.
Consideration should be given to the same factors listed in Section A.7 of
this Guide. The methodology for actually conducting the ECA/PCA
assessment is discussed throughout the Quick Start Guides.

@ The Quick Start Guides are available on the CFO A-123 Website.
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C. Complete Implementation Plan

1. Determine the Scope of the A-123 Implementation:
Based on the information derived from Sections A and B of this Guide,
determine a high level scope and timeline for the Implementation Plan.
Plans must closely align with the DOE Implementation plan.

2. Complete Implementation Plan:
Produce an A-123 Implementation Plan. A required Form and Content
template has been provided. This template can be found on the CFO A-

123 Website (this template is specific to Site/FO/LPSOs, be sure to
download the appropriate version).

@ The Implementation Plan will be included as part of the Reporting Phase.
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REFERENCES

See CFO A-123 Website for suggested reading material:

OMB A-123 Appendix A

CFO Council Implementation Guide for OMB Circular A-123
Financial Audit Manual (GAO-01-765G)

DOE OMB Circular A-123, Appendix A, Implementation Plan
DOE Interim Guidance for OMB Circular A-123

FY 2005 Audit Report

FY 2005 Management Letter

ADDITIONAL INFORMATION

Refer to the CFO A-123 website which will be updated with the latest materials
including tools, FAQs and additional reading material.
(http://www.cfo.doe.gov/progliaison/doeA123/index.htm)

DEFINITIONS

Word Definition

Attester The person who will be required to affirm the
authenticity of information for the LPSO.

Implementer The person responsible for executing the activities to
support the Attester’s affirmation.

Field Office (FO) Location where the Site Assessment Team manages the
A-123 Implementation for its Sites. Only the Field Office
provides assurance to the LPSO.

Site Unit of a Field Office including the Field Office federal
activities and its contractors (both integrated and non-
integrated). Predefined by Headquarters.

Headquarters Lead Program Secretarial Office or Headquarters
Element Business Program that is affected by the financial
reporting requirements of OMB A-123, Appendix A.
Lead Program Headquarters Element whose cognizance includes those
Secretarial Office Field Offices that are affected by the financial reporting
(LPSO) requirements of OMB A-123, Appendix A. These LPSOs

provide oversight activities to Field Offices that directly
impact the accounts determined to be material to the
Department's financial statements.

Cognizant Secretarial | Headquarters Elements that provide significant funding
Office (CSO) to Field Offices overseen by the LPSOs.
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PROCEDURES

The Planning phase has been completed: the Material Accounts for each Site were
%} identified. Now the relevant processes for each material account need to be identified
and recorded. Entity controls also need to be documented.

The Documenting phase should be completed by the Site/LPSO Assessment Team or

their designated representatives. It is recommended that one individual maintain the
official Site/Field/LPSO tools to maintain the consistency and integrity of the content.

A. Prepare the Site/Field/LPSO AART.

@ REQUIREMENTS
Site/FO/LPSO: Each Site/FO/LPSO will complete the AART Toolkit.

FO/LPSO: Each FO/LPSO is required to also rollup data reported to them.

1. Using the AART Toolkit provided, fill in the Attester field on the Site AART
worksheet and select the appropriate Site/FO/LPSO Code.

NOTE: The Attester may have been defined in the Rollup AART.

Figure 1
A] E [CIFAHTIJIIRILIMN 0 JP Q@[ RIS [TJU[Y [W[XA[Y]Z[AM[AB[AC[AD[AE]AF [AGA
1 |AART: Site — O 2.0)
2 ™ Site[Oak Ridge Mational Lab AART Type| Site |
3 Q. Attesterftid Site Codes | ORNL
=
¥l 2 2 2,
§ ET— PP [ES PIA G
z E = £ |€
i £ = 2 | B % E |z
[ = 5 u w & g = = 2 |2 ]3| % |=<|55| 5 =
FElE = |5 |5 |5 |5 |% |8 |8 || |2E|lgE|l¢& |EE|ER| 5 | %
5 il I O I - O T - - I - I T A )
2 Frocess Cyole
— 23 s
E 38 ole(w|g|2
g |2 A FEIR IR
12 | Balance Sheet
Intragauernmental Fund B
13 Ealanee with Treasury
14 Intragovernmental Investment
Intragovernmental Regulatory
15 Assets
16 [ Aecounts Recsivable, Met [
17 | [ Muclear Materisls
Strategic Fetroleumn and
Mortheast Home Heating Oil
18 | |Reserve
General Praperty, Plant and B
19 Equipment
20 Fiegulatary Assets
Other nan-intragouermmental o
21 assets
22 Intragovernmental debt
[ Tintraqovernmental apprapriated | v
M 4 » M}\Site AART 4 Rollup ASRT 4 ECS-Bssess 4 ECS-Test £ PCS-Assess 4 PCS-Test 4 Assessment Team 4 Field Office - Site Acronyms 1< ¥
%% This will automatically populate the Attester, Site / Field Office / LPSO Name, and
location codes throughout the workbook.
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B. Identify and Record the Processes at the Site/Field
Office/LPSO for Each Material Account.
SITE: The Field Office may provide a listing of the applicable accounts to each
@ Site. Otherwise, the Field Office may require each Site to populate the
MAD column and update the Rollup AART with the results.
FIELD OFFICE: Material accounts have not be pre-populated and will need to be
indicated on the Site AART worksheet.
LPSO: If an LPSO has been identified as having to perform a Process Control
Evaluation on certain Material Accounts, these accounts will be pre-
populated with ‘Y’s on the Site AART worksheet. Otherwise, the “Only
Entity Controls Evaluated” box will have a ‘Y’ pre-populated.
1. If the Field Office provided the listing of the applicable accounts on the
Rollup AART, the Site must copy the Material Accounts Definition (MAD)
column (starting with the first Material Account) from the Rollup AART and
paste the values into the associated Site AART MAD column.
Figure 2
AART::Rellp Lo NminSn:cIuTi':;lear Namﬁ'::cluh:il:;‘ear Kansas City CEWTENCS
National Nuclear Security Administration Administration-Rollup Administration Nation
FO NAFO FO-NAFO FO-NAFO Site-KC Stte-L
Attester
Overall Assurance|
Material Account Acet Status E]ﬁ]ﬁ]&] §]§W§ E]HW§]§‘|§W§ g § 5 § § E g & ﬁ §
Balance Sheet
Intragovernmental Fund Balance 0 ololo 0 ololo
with Treasury
Intragovernmental Investment
:t;;;:;uemmerﬂl Regulatory Py o 0 0 0
Accounts Receivable, Net L] o o 0 0
Nuclear Materials
Strategic Petroleun and ,
Northesst Home Heating Ofl L] L] 0
Reserve
General Property, Plant and |
Equipment AART: Site a0
Regulatory Assets __sitelKKansas City_ Y A N | . AART Type] Site |
Other non-intragovernmental Attester | 'l Site Sodes[ KC |
» 4l Ste ABRT .Rollup AART E i y 4 LES . IEl
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2. The Field Office and those Sites that did not receive a listing of applicable
accounts on the Rollup AART worksheet, must enter a ‘Y’ in the MAD
column on the Site AART worksheet to indicate the material accounts.

Figure 3

AART: Site ——
Site[Kansas City AART Type| Site
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Rating B2C P2P QzC
E =
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» k[ Site AART Rollup AART ECS-ssess ECS-Test PCS-Assess PCS-Test nt Team Field OFfice - Site Acronyms

3. For those accounts identified as being material, enter a “Y” to indicate the
processes that impact the specified Material Accounts for the relevant Site
/ Field Office / LPSO.

Figure 4
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4. Navigate to the PCS-Assess worksheet and record the sub-processes for
the processes marked with a “Y” in the process list.
The processes are automatically populated with a “Y” based on the selections on the
@ Site-AART worksheet.
Figure 5°
El [ I D G [ H ] J 3 T =~
1 |AART: PCS Assess 30 General Ledger Mgmt
2 |Site [oRNL HFundsMgmt
3 |Attester [tod o FBUWT
. 3 Conram
5 |Date Updated Insurance
[} nsert Row | - | . ) Grants
| oo ew 13976 aoeche cevtFow s eigg Fogisin
[T swmedicas Invenzory Mgme
[ 1O Payable Mgt
] -
[ 12| p::ﬂ”‘ss Pravesses SubProcssses Risks :‘:"‘ Impact ASRSISPZS Contiols TD"Z‘
13] S ] Tl (] mee F ™
o
Tl
20 [Fzr ion s
21 PP Aequisition Approve PO
22 [Pzr Inverkary Mgmt Confim Full Receipt
= PzP Inwentary Mgmt Confirm Full Receipt with Tolerances
24 [P2P Confirm Partial Receipt
25 [Pzr Payable Mgmt Approve for Pagment
25 [Pzr Payable fgmt Evecute Payment
z P i
M 4+ M’ Site ASRT / Rolup ASRT Ec&Ameﬁ Assessment Team {_Fisld Office - Site Acronyms < >
On the ECS-Assess worksheet, the Areas and Sub-Categories have been predefined from
%} the GAO Internal Control Standards to ensure consistency across the organization.
[AaRT: ECS Assess p—
= = L
Py S
On the PCS-Assess worksheet, Processes must be selected from the drop down list found
within the ‘Processes’ cell. This list has been created from the Joint Financial
Management Improvement LPSO (JFMIP) manuals.
There may be multiple sub-processes for each process which must be recorded on
separate rows in the PCS to facilitate the Evaluation phase.
For examples of sub-processes, refer to the A-123 Process Cycles, Processes and
Crosswalk to JFMIP on the CFO A-123 Website.
! Most screen shots reference the PCS-Assess Worksheet, though the columns are the same for both PCS
and ECS-Assess Worksheets.
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@ AVAILABLE FEATURES IN PCS-ASSESS & ECS-ASSESS:

Auto-filter Feature: To aid in the use of the PCS-Assess and ECS-Assess, certain columns
have the ability to be filtered (e.g. select ‘acquisition’ in the Process column to view only those
rows in the PCS-Assess that belong to the acquisition process).

Frocess Likeli Pisk Cotl
i Frocesses SubProgesses Risks pog | Impact | pszess Controls S
- [+] [+] [+] - | me{~ ] [~
FiF Fequisition Create Acquisition
FiF Aoquisition Approwe Aoquisition
FzF Frequisition Internal Soureing
FiP Fequisition Enternal Sauraing
2P Fequisition Selest Vendar
FiF Aoquisition Create FO
FiP Frequisition Apprawe FO

The columns available to be filtered begin with the ‘Process Cycle’ column and continue through
the ‘Control Inefficient’ Column and include all columns in between. A column that shows an

upside down triangle (®1) represents a column that allows filtering. This feature is best used
on columns such as Process Cycle, Processes, and Sub-Processes.

Insert New Row: As Processes and Sub-Processes are identified on the PCS-Assess
worksheet, it may become necessary to insert a new row. This can be done anywhere between
rows 15 and the ‘End’ row. Select the row where the inserted row(s) will be added beneath.
Click on the ‘Insert Row’ button and enter the number of rows to be inserted. Click ‘Ok’ to
have the new rows inserted.

%e the active coll is in the iaput sestion

Fhelow row I3} to vse the Insert Row and Defete Row
Funceit

[Grants

Loans

Acquisition
Inventory
Fayable Management

Frocess Likel Hizk cotl
Pripesses Sub-Processes Fiisks Impact | Assess Controls

Gyl hoc Type
- - - | ma~ -

[FzP Acqu\sitiol‘* Funds Cerification

PzP Acquisition bligations
FZFP Boquisition Die-Dbligations

Delete Row: Should it be necessary to delete a row from the PCS-Assess worksheet, select
the row to delete and click on the ‘Delete Row’ button. Only one row can be deleted at one

time.
e —
% |E'ams
Adake 3 i the inpue soction Loans
fbeiow rew IT] o wselfde sert Bow and Delete Roy
functions.
o5 Fiish.
Process Likeli Cntl
Frogfsses Sub-Processes Risks Impast | Assess Controls
Cyeln hocA Type
- - - - - | meiw -
FzF Aequisition Funds Cerification
F2F Acquizition Obligations
FzP Acquisition De-Obligations

Duplicate Row: While working in the ECS-Assess worksheet, it may become necessary to
duplicate a row. This can be done by selecting the row to be duplicated and clicking the
‘Duplicate Row’ button. This will insert a new row below the selected row and populate the
‘Cycle’, ‘Area’, and ‘Sub-Category’ columns with the data from the selected row. Rows cannot
be deleted once the duplication has been completed.

(Oupiicate- Frow [ [ ——

I

r TFisk Assessment
o s the nsert Fow snd felete Fow L [Faoni

I Risk
Likel cru
Cyole o Fiisks Impact Controls
u \ hocr BEcalifesss Tupe
EC Cortrol Environment | Integrity and Ethisa vanies
EC Control Environment Integrity and Ethical ¥alues

C Contral Envitonment | Integrity and Ethical Waluss.

R T s
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C. ldentify Sub-Processes that Require Initial Remediation.
1. ldentify sub-processes that require initial remediation and assign a status
of “2-Initial Remediation” in the Control Design Effective column.
% These sub-processes may have been identified through Tiger Team communications,
audits, and such, requiring immediate remediation.
Figure 6
B | C I ] HT 1] 0] K L [o] @ T rR [~
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18 [Fer Acquisition External Sourcing
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23
24 [pep Inwentary Mgmt Confirm Partial Fieceipt
25 [Pzr Payable Mgt Approwe for Fayment
26 [P2P Payable Mamt Execute Payment
2z
28
24
30
Tl v
W 4 v W] Site ABRT £ Rollup 88RT / ECS-Assess 4 ECS-Test ) PCS-Assess / PCS-Test ¢ Assessment Team Field Office - Site Acronyms £ »
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D. Review Existing Documentation for Entity Controls and
Processes.
REQUIREMENTS
@ Documentation includes, at a minimum, end to end business and system procedures for
completing transactions; systems used in the process; control descriptions (narratives);
related entity controls and organizational entities that perform these activities. Additional
considerations are listed in the CFO Council Implementation Guide.
There are no standard formats for documentation beyond the requirement for
documenting organizations, processes, risks, and internal controls over financial
reporting in enough detail to withstand the rigors of audit.
% Completing the AART tools does not represent sufficient documentation of the site A-123
process, although it is a critical part. In addition to the information below, please refer to
the CFO Council Implementation Guide for OMB Circular A-123 and the COSO framework
for more information on capturing adequate documentation.
Maintaining required documentation is a primary activity of A-123 compliance.
Documentation must be maintained not only for entity controls and process / sub-
processes, but for all aspects of the A-123 program being implemented. Therefore,
documentation is a cross-cutting activity that affects all phases of the A-123 process.
For example, the implementation plans are the key documentation points in the
planning phase. Similarly, the reporting phase represents a key documentation
point. As such, this section briefly touches on each phase’s documentation
requirements.
1. Review Existing Documentation:
Locate existing documentation for all entity controls and processes / sub
processes not in remediation. Review and update to ensure that
standards required by the CFO Council Implementation Guide are met.
@ REQUIREMENTS
For Entity Controls, the Organizational Structure documentation must be reviewed for
accuracy.
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1. Create documentation for all entity controls and processes / sub-processes
that do not have existing documentation and are not in remediation.

2. For Entity Controls, enter the location where the supporting
documentation is housed in the Supporting Documentation column of
the ECS-Assess worksheet.

Figure 7
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3. For Process / Sub-Processes, enter the location where the supporting
documentation is housed in the Supporting Documentation column of
the PCS-Assess worksheet.

Figure 8
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@ Documentation Standards will be put in effect starting FY 2007. It is highly recommended

to use the Process Documentation standards for all newly created documentation.

4. Examples of Good Documentation:

The form and extent of documentation depends in part on the nature and
complexity of the controls; the more extensive and complex the controls,
the more extensive the documentation. Documentation may be
electronic, hard-copy format or both and must be readily available for
examination. Documentation could include organizational charts, flow
charts, questionnaires, decision tables, or memoranda. Documentation
may already exist as part of normal policy or procedure; however, the Site
or LPSO Assessment Team should separately identify, verify and maintain
the documentation it uses in making its assessment.

Existing documentation prepared by internal or external auditors may also
be used, but again, the Site or LPSO Assessment Teams must take
responsibility and verify and maintain the documentation. Documentation
should also include appropriate representations from officials and
personnel responsible for monitoring, improving and assessing internal
controls.

After the initial assessment, subsequent assessments may focus on
updating existing documentation. All documentation and records shall be
properly managed and maintained; therefore, Sites / Field Offices / LPSOs
will need to establish, or review existing retention policies for
documentation (paper and electronic media).
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Figure 9 — Sample Process Map with Risks and Controls Identified
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F. Required Supporting Documentation
1. Documenting Professional Judgment and Decisions:

In addition to documentation maintained to support entity controls and
processes / sub processes, documentation must be maintained to support
any area where professional judgment is used to formulate a conclusion.
This would include: making a subjective assessment of control design
effectiveness (in Evaluating); assigning overall entity control and process
ratings (Evaluating & Testing); assigning overall Site / LPSO assessments;
and, most importantly, when making decisions as to the overall level of
assurance that will be provided. This, however, is not an exhaustive list
and teams should always be conscious of when professional judgment is
the source of a decision/assessment and make sure the rationale is fully
documented. This cross-cuts all A-123 phases.

2. Planning:

The key documentation for the planning phase is the Site or LPSO
Implementation Plan. Refer to the Planning Phase and the
Implementation Plan Template for specific documentation requirements.

3. Evaluating:

In addition to the information contained in the “Assess” worksheets of the
AART, the Site / Field Office / LPSO must maintain sufficient
documentation to support their work in the evaluation phase. Specifically,
the rationale for determining entity control and process / sub-process
control design effectiveness must be sufficiently documented. While space
is provided in the “Test” worksheets of Site / Field Office / LPSO AART to
capture a summary of this information, it will likely not be sufficient to
represent complete documentation.

4. Testing Plans:

In addition to the information contained in the “Test” worksheets of AART,
the Teams must develop and maintain detailed test plans to support their
work. Test plans would generally include the type of test, the basis for
selecting the test, the sample size and basis for the sample, error
tolerance, sampling selection methodology, and other information related
to the process of testing.

In addition, complete work papers must be maintained that capture the
results of the actual testing. This might include actual documents tested
with reviewer notes, a written explanation of how test results were
considered to arrive at a pass/fail rating and any other pertinent
information. Space is provided in the “Test” worksheet of AART to capture
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a summary of this information, but it is not sufficient to represent
complete documentation.

5. Remediation:

All activities performed in the remediation phase should be fully
documented. This would include: current state process maps, future state
maps, a corrective action plan, implementing memorandums and related
information, and any validations that remediation has been completed to
support re-entry into the A-123 documenting phase.

6. Reporting:

The reporting guide provides complete information on what is required to
be documented as part of the Reporting Phase.

REQUIREMENTS

@ Documentation must be readily accessible and be made available upon request for
validation purposes.
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G. Record Risks and Controls
Financial Assertions are based on PERCV —
. Presentation and Disclosure;
. Existence or Occurrence;
. Rights and Obligations;
. Completeness and Accuracy;
. Valuation or Allocation
Consider these areas when identifying risks and mitigating controls?.
2 CFO Council Implementation Guide
1. Refer to the documentation and identify and record the risks associated
with each sub-process or sub-category. This should be completed for both
Process and Entity Control worksheets (PCS-Assess and ECS-Assess).
At a minimum, the Site / Field Office / LPSO should consider the
illustrative examples of risks in the GAO Financial Audit Manual (FAM) and
the COSO Framework. The FAM and an excerpt of COSO risk areas can be
found on the CFO A-123 Website. An Entity Control Risk Matrix that
provides a listing of possible Entity Control risks is also available on the
CFO A-123 Website.
Figure 10
B | 5 I ] G [THT T ] 47 [ L~
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1B [Fer Acquisition Approve Acquisition Item requested iz nat for gouernment
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19 [Fer Acquisition Select Vendar ‘endar selected iz not the ane
20 [Per Acquisition Create PO Purchase Cider value is different from
21 [per Acquisition Approve PO Furchase Order generated without pre-
P2P Inuentary RAgmt Canfirm Full Recsipt Person receiving goods of seruices enters an amount
22 received other than
F2F Inuentary RAgme Canfirm Full Receipt with Tolerances | Person receiving goods of seruices enters an amount
23 received other than
R Inwentary Mgme Confirm Partial Fisceipt
25 |pap Payable Mgt Approve for Payment
gE 2P Payable Mamt Execute Payment
3 v
M 4 v W] Site ABRT £ Rollup 88RT / ECS-Assess 4 ECS-Test ) PCS-Assess £ PCS-Test ¢ Assessment Team Field Office - Site Acronyms J( »
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2. Refer to the documentation and record the controls in place to mitigate
each risk associated with a sub-process or sub-category. This should be
completed for both Process and Entity Control worksheets (PCS-Assess
and ECS-Assess)

At a minimum, the Site / Field Office / LPSO should consider the
illustrative examples of controls in the GAO Financial Audit Manual (FAM).
The FAM can be found on the CFO A-123 Website.

Figure 11

B | 5 I ] G [HT T ] 4] L~
1 |RART. PCS Assess O 5, Geeneral Ledger Mg
2 |Site ORML Funds Mamt
3 |Attester thil g FEWT
4 (Implementer [} Cost Mgmt
5 |Date Updated Insurance
Gl 5o ow | eiete i ]
7 | Afate sore the active cellis in the input section Loans
3 fheiow row 13} to use the fasert Row and Defete Rox Acquisition
FUBCIIORE. Inuentory Magmt
g y Mg
[ TO | Frayable Mamt
| 1T
W Rigk
12 Pg"ielss Frocesses Sub Processes Ricks L‘:e" impact | Assess Contrals TC"L‘
13| = (=] [~] (=] - | mef+ [+] e
2P Aaquisition Create Acquisition Person creates arequisition For an unauthorized amount Automatio warkHow approval process in place.
Fiequisition automatically routed to next levelin
organization. Frepopulated table of suthorized amounts
15 i checked
FzF Ecquisition Approve Acquisition Item requested is nat for gavernment Automatic workflow spproval process in place.
Requisition automatically routed to nest leuel in
organization. Severallevels of approval are required.
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and Manager ar department requesting goads andiar
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19 [Fer Acquisition Select Vendar ‘endar selected iz not the ane
20 [PerP Aoquisition Create PO Purchase Order value is different from &
St mr—y — A — — ———
W 4 v M} Site ABRT £ Rollup 88RT / ECS-Assess 4 ECS-Test ) PCS-Assess  PCS-Test ¢ Assessment Team Field Office - Site Acronyms J( »
There may be multiple risks associated with a sub-process. Each risk must be
documented in separate rows. A risk may have multiple controls mitigating it. These

controls must be recorded in the same risk row (i.e. same cell). If you wish to record
the controls on separate lines use the Alt-<enter> keyboard shortcut to start a new line
within a cell.

It is important that each row has a Process and Sub-Process identified before entering
the risk, even if the Process and Sub-Process is the same for multiple risks.
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3. Refer to the documentation and select the type of control in place in the
Control Type column for each sub-process or sub-category. This should
be completed for both Process and Entity Control worksheets (PCS-Assess
and ECS-Assess)

For example: “Workflow within a system that routes a transaction to an
authorized individual for approval” should be designated as automated.

Figure 12
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